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Resumen

En los métodos Opticos para encriptacion de iméagenes, los
criptogramas guardan el mismo patron de las mascaras de
encriptacion y esto facilita su deteccion. Nosotros presentamos un
método de encriptacion que simultdneamente produce un
criptograma estenograma. En las multiples pruebas de validacion
de la técnica, incluso para la misma imagen secreta, nosotros
obtuvimos estenogramas totalmente diferentes.
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Abstract

In known optical methods for secret image encryption,
cryptograms retain the same pattern of encryption masks and this
facilitates its detection. We present an encryption method that
simultaneously produces a cryptogram steganogram. In the
multiple validation tests of the technique, even for the same input
secret image, we obtained completely different steganograms.

Keywords: Optical encryption; Steganography; Fourier Transform

1 Introduction

The need to maintain private communications and to
transmit information safely and reliably remains a problem
with an incomplete solution. Currently we can find that an
important number of results of image encryption techniques
in the domain of physical optics have been reported to solve
the security problem of private information. Different
methods of secret image encryption using optical techniques
have been reported [1-9], where the method of double
random phase has been the most used, however, most of them
methods have in common that they only generate the
cryptogram.

We asked ourselves if it would be possible to produce
cryptogram patterns, different from each other, in their
spatial structure, with the purpose that this situation becomes
a subjective security parameter, in terms of preventing
cryptogram detection. We find the answer in the combination
of optical encryption and steganography.

Optical steganography and combination of steganography
and optical encryption has been implemented in many works
[10-15]. An important number of that works are focused on
to do digital steganography and optical encryption of
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steganogram. We propose a fully optics technique to do
steganography of cipher images.

In this work, a methodology was developed that in a
single process, the secret image was encrypted and
simultaneously a steganogram of the cryptogram was
generated. The methodology developed consists of a Joint
Fourier Transform (JFT) optical architecture, where we use
an only-phase key, two amplitude masks that works how
encryption keys and cover image of steganogram, and a non-
linear filtering. Under this situation, an intruder, even
knowing the architecture of the cryptosystem, requires
detecting the steganogram and determining the masks used in
the encryption.

2 Encryption-decryption method

Figure 1 (a) is a JFT optical architecture, which
simultaneously produces the cryptogram and steganogram of
the secret image. The JFT is illuminated with a
monochromatic plane wave, of wavelength A. The input
plane (x,y) contains the secret image f(x-a,y) and the masks
k(x+a,y) and K,,(x —a,y). Then the transmittance of the
plane (x, y) is of the next form:

t(x,y) =h(x—ay) +rkkx+ ay), Q)



Where h(x — a,y) = f(x — a,V)kp(x — a,y), and

O]

k(x+a,y) =k,(x + a,y)kp(x +a,y).

(b) 4 f optical architecture.

Figure 1. L, L1 and L2 are positive focal length lenses f. Source: authors

Assuming paraxial approximation, then a = f sin(6).
Thus, k, (X + a, y) and k,,(x — a,y) are periodic spatial
distribution amplitude masks, and k., (x + a,y) is a phase
mask in circular harmonics with pseudo-random phase
distribution proposed by the ref [9]. The combination of the
mask ., and the masks k., and x;,, encrypts the secret image
and generate the steganogram of the cryptogram
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The symbol ® denotes convolution operator. Then the Joint

Spectral Density I, = |U; (f;. fy)|2is the steganogram of the
cryptogram of the secret image, that is:

1

(o fy) = s [[HC K + K (e I +
+H*(fu fy)K (fur fy Jexp (i4nfsin(0)f, ) +
+H(fo £, )K* (o fy Jexp (—idrfsin(0)fy )|

(6)

The first two terms of the equation (6) are not necessary to
decrypt the image, otherwise they decrease the signal / noise
ratio of the decrypted image. On the other hand, only the third
or fourth term is enough to decrypt the image. The above is
solved by a bandpass filtering. Therefore, first we proceed by
means of a Fourier transform of equation (6), and we obtain,

Uy,(x',y") = [ ROh + kOk +
+hOKx ® §(x' + 2a,y") +
+hOk ® §(x' — 2a,y")].

™

The symbol ® denotes correlation operator. To the result
equation (7), we must multiply it by a bandpass filter, of
width equal to the width of one of the higher orders of
equation (7), centred in the desired order. Of the geometrical
dimensions of each term in equation (7), and assuming that
W, is the width, in the x direction, of the input plane (x, y),
and that the dimensions (L, L, ) of the secret image and of the
masks are equal, then we can establish the following criteria,
for an optimal pass-band filtering:

Wx—2Lx)

fp >3_]’£’ (8)

>a ;
where f, is the carrier frequency of the encryption plane.
Then, if we consider removing the first, second and third
terms from the steganogram (equation (6)), then the
appropriate bandpass filter should be of the form,

1 si 2a—L,<x'<2a+1L,
L, <y <
Rect(x' — 2a,y") = { Lysy'=i, 9)
0 Fuera

Once this filter (9) is applied, we apply to this result a
translation to the origin of the coordinates, and in this
position a Fourier inverse transform. On the other hand, even
the filtered steganogram contains noise that decreases the

quality of the decrypted secret image. The problem is solved

by means of the inverse filter [16] — 1 that multiplying

K ()
it by the previous result the final steganogram is obtained:

Le(fur fy)z F(fx,fy)cakm(fx.fy)_ (10)

K(frfy)
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Now this steganogram allows obtaining a decrypted secret
image with a high signal/noise ratio. For the results presented
in this paper, we consider k,, = k.

The decryption procedure requires the use of a 4f optical
architecture (Fig 1 (b)). In the input plane of the 4f, the
encryption mask « (x, y) is located, and in the spectral plane
(Xo,Yo) the steganogram I, is located, in this way, in the
spectral plane, the product is obtained between the Fourier
transform of « (X, y) and the steganogram I,¢. Then in the
focal plane of the lens L2 the convolution between (x4, y,)
and the transform of /, ¢ is obtained. Finally, this result must

be multiplied by the inverse of the mask k,,, and thus the
image decrypted in the plane (x1,y1) is obtained.

3 Results and discussion

The method was implemented in MatLab programming
language. We developed the Graphical User Interface (GUI)
shown in Fig. 2. The input plane (x,y) was designed of size
1024x768 pixels, and in this matrix were embedded the
matrix of the encryption masks « (x+a,y) and the secret
image -f (x — a,y) —, each matrix of size 170x170 pixels.

Encryption Pzrameters

Load Image

Order CHCm: | 1

PIXEL

®
ENCRYPT

Decryption Parameters

$3 88 0l

DECRYPT

Figure 2. GUI of the method implemented. Source: Authors

Table 1: Parameters of the computational simulations
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Flgure 3: Optical-Digital encryption-decryption system. P1 and P2 are
linear polarizers, R;,; half retarder used to tune the modulation type in the
LCR250 (1024x768 pixels). ® is the multiplication arithmetic operator,
F{..} is the Fourier transform operator, and IF{..} is the inverse Fourier
transform operator. Source: Authors

Decrypted
Image }

J e KroEedovoIL
JUAIORE T IFRKD
LEQLJ BLETE TR0
VI IOE)OEE VOkO IO
LOFT IR Er v
FeEL L@ KE L
FLEV)JEL

(a). Original secret image
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(b). Phase of mask kp,+; (c). Phase of mask kp,;

orderm=1.1 order m =1.5

Wavelength A=532nm
Focal length of the lens f=30cm
Pixel size 19 um

Input plane width

W,=19.456 mm (1024 pixels)

Width of the scenes

L,=3.23 mm (170 pixels)

Separation between
f(x—ay) andk(x +a,y)

a =3.249 mm (171 pixels)

Carrier frequency

fp =20.357 In/mm
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PIXEL

(d) Stego-criptogram of the secret
image (a), using (b) mask x,, and
mask r,,; .
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(e) Stego-criptogram of the secret
image (a), using (c) mask x,, and
mask iy,

Figure 4. Results encryption of image (a). In this results «,,, = K,
Parameters of the Mask k,,, for Stego-criptogram:
(d) Kpnq: function{| 41313]4]9]9]0.71|2.81 |1}
Parameters of the Mask «,,, for Stego-criptogram:
(€) Kmp: function{||1]2]2|2]4]3]0.57|0.97|1|}. Source: Authors
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Table 1 contains the relation of values of the parameters used
in the algorithm of the Encryption-Decryption system shown
in Fig. 3. The parameters in Table 1 were thought so to the
possibility of an optical-digital implementation, in which a
spatial liquid crystal modulator (type LCR2500) could be
used as the input plane of the optical arrangement of the Fig.
1 (a), and the decryption step of Fig.1.(b) is realizing using
the developed GUI.
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(b). Phase of mask kp3; (c). Phase of mask K 4;
order m=1.0 order m =3
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(d) Stego-criptogram of the secret
image (a), using (b) mask x5 and
mask k3.

400 600
PIXEL
(e) Stego-criptogram of the secret
image (a), using (c) mask k., and

mask K.

Figure 5. Results encryption of image (a). In this results k,,, = k,,,
Parameters of the Mask «,,, for Stego-criptogram:
(d) K3 : function {21 ]1|2|5]4|1]4.98|1[}
Parameters of the Mask «,,, for Stego-criptogram:
(€) Ky : function {|5]2]2|5|2|4]10|6.39]| 3 [}. Source: Authors

Figures 4 and 5 show two results of the technique
implemented. We founded that the quality of the decrypted
images is high. We determined an average PSNR of 172 dB
for binary images and 180 dB for RGB images. We used
xkm=rn Masks of periodic spatial structure, such that their
structure changes by manipulation of the parameters function
{{A|B|P|Q|E1|E2|P1|P2 #Key2}, where m, A, B, P,
Q, E1, E2, P1, P2 are positive real numbers.

An additional parameter to take account is the image-
compression algorithm used to storage the stego-criptogram.
The system proposed by us requires algorithms whit none or
low compression for recovered the images with high quality.
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4, Conclusions

In sumary, in the multiple tests that we were realizing, it
was always possible to obtain different steganograms for
each secret image. For different steganograms, we perform
tests to break the steganogram by means of multiple
combinations of masks different from those of encryption.
None of these tests was successful in the sense of relieving
the information carried by the steganogram. In Fig. 4 and Fig.
5, it is evident that the four steganograms are different. We
consider that the technique has a high degree of security,
because, the architecture includes a non-linear filtering and
additionally the intruder should intercept the phase key k.,
the steganogram and the parameters {{m| A |B |P | Q | E1 |
E2 | P1 | P2 [#Key2|}. The results obtained maintain the
principle of different steganogram in each encryption
process, even for the same input image.
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